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Intelligent1K-Byte EEPROM with Write Protect Function  SLE4418 
 
 
Intelligent 256-Byte EEPROM with Write Protect Function SLE4428 
and Programmable Security Code (PSC) 
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SLE 4418/SLE 4428 comes as a  M2.2 wire-bonded module for embedding in plastic cards  or as a die 
for customer packaging.
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Memory Map SLE 4418/28 
 
 

Data Memory

Protection
Memory
(PROM)

Security
Logic

I/O Read

Write

Access
Counter

Programmable
Security Code

Manufacturer Code

1024
Byte

Change of unprotected data

SLE 4428: Only after correct 
Security Code verification

SLE4428

SLE4428

1024 bit
Application ID

Address
1023

0 
 
SLE 4418 
 
The SLE 4418 consists of 1024 x 8 bit EEPROM main memory and a 32-bit protection memory 
with PROM functionality. The main memory is erased and written byte by byte. When erased, all 
8 bits of a data byte are set to logical one. When written, the information in the individual 
EEPROM cells is, according to the input data, altered bit by bit to logical zeros (logical AND 
between the old and the new data in the EEPROM). Normally a data change consists of an 
erase and write procedure. It depends on the contents of the data byte in the main memory and 
the new data byte whether the EEPROM is really erased and/or written. If none of the 8 bits in 
the addressed byte requires a zero-to-one transition the erase access will be suppressed. Vice 
versa the write access will be suppressed if no one-to-zero transition is necessary. The write 
and the erase operation takes at least 2.5 ms each. 
 
 
Each of the first 32 bytes can be irreversibly protected against data change by writing the 
corresponding bit in the protection memory. Each data byte in this address range is assigned to 
one bit of the protection memory and has the same address as the data byte in the main 
memory which it is assigned to. Once written the protection bit cannot be erased (PROM). 
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SLE 4428 
 
Additionally to the above functions the SLE 4418 provides a security code logic which controls 
the write/erase access to the memory. For this purpose the SLE 4428 contains a 4-byte security 
memory with an Error Counter EC (bit 0 to bit 2) and 3 bytes reference data. These 3 bytes as a 
whole are called Programmable Security Code (PSC). After power on the whole memory, 
except for the reference data, can only be read. Only after a successful comparison of 
verification data with the internal reference data the memory has the identical access 
functionality of the SLE4418 until the power is switched off. After three successive unsuccessful 
comparisons the Error Counter blocks any subsequent attempt, and hence any possibility to 
write and erase. 
 
2.2Transmission Protocol 
The transmission protocol is a two wire link protocol between the interface device IFD and the 
integrated circuit IC. It is identical to the protocol type “S=A”. All data changes on I/O are 
initiated by the falling edge on CLK. 
 
The transmission protocol consists of the 4 modes: 
–Reset and Answer-to-Reset 
–Command Mode 
–Outgoing Data Mode 
–Processing Mode 
 
Note:The I/O pin is open drain and therefore requires an external pull up resistor to achieve a 
high level. 
 
Command Mode 
 
The SLE 4418 provides 4 commands which are listed in table 1. Additionally to these 
commands the SLE 4428 provides 3 commands which can be found in table 2 
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ATR and Directory Data of Structure  
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